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Abstract Unlinkability is a privacy feature supported
by those multi-party security protocols allowing anony-
mous users’ credential exchanges among different or-
ganizations. Proper signature schemes, based on dis-
crete logarithms, must be used in order to guarantee
the above requirements as well as selective disclosure of
information. In this paper, we highlight that whenever
a concrete architecture based on the above protocols
is implemented, some aspects concerning how to man-
age the association between bases of discrete logarithms
and attributes used in attribute certificates should be
carefully considered, in order to guarantee that unlinka-
bility really holds. We show that the problem is concrete
by testing that the state-of-the-art implementation suf-
fers from the above problem. A general solution is also
proposed.
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1 Introduction

A credential is a powerful means to establish an iden-
tity, a role, or an attribute, in order to control accesses
to digital services over the Web. There exist many appli-
cation contexts in which users can be required to show
a credential to access a service. For example, a car rent-
ing company could deploy an on-line registration pro-
cess where users are asked to prove the possession of
the driving license.

Actually, there does not exist a standard credential
exchange architecture, though the main stakes and is-
sues are now well-known [1]. One of the known issues
is that credential exchanges can represent a threat on
users’ privacy. Indeed, as stated by [2], any informa-
tion that distinguishes one person from another can be
used for re-identifying data. For instance, considering
the use of the driving license document, this one would
induce the user to reveal unnecessary personal informa-
tion (name, date of birth, and so on).

Thus, in order to protect user’s privacy in digital in-
formation exchange processes, the credential exchange
architecture must permit users to perform a selective
disclosure of their attributes in credentials, like the proof
that an attribute value lies in a given interval (for ex-
ample, a user could prove to be of age without revealing
the date of birth).

Unfortunately, selective disclosure is not enough.
Another important threat on privacy arises from the
fact that two organizations could exchange the creden-
tials shown by users in order to infer more information
about the users. This is related to the issue of linkabil-



ity of the user’s transaction records hosted by multiple
organizations [3]. Due to the grow of attention toward
privacy concerns, nowadays multi-party security proto-
cols often deal with the above issue.

Two very relevant signature schemes proposed in
the literature to guarantee that the signature of at-
tribute certificates is not a factor of linkability are the
CL-Signature signature schema [4] and the Secret Key
Certificate signature schema [5]. Both are based on dis-
crete logarithms for representing values of attributes
in order to support also selective disclosure. The at-
tribute certificates generated with the above schemes
are called anonymous credentials and private creden-
tials, respectively. Microsoft has recently implemented
a multi-party security protocol called U-Prove [6,7],
based on the scheme [5]. In fact, it represents the state-
of-the art implementation of this class of protocols.

It is worth noting that the unlinkability property
should be a feature aimed to defend the individual from
the privacy threats coming from every party, including
those whose position, role and dimension give them a
strong control power on users, and, at the same time,
a seeming trustworthiness. As a consequence, we can-
not exclude in general that even authoritative entities
(in principle, also a government organization, for ex-
ample) could be malicious as far as the privacy issue is
concerned.

The design of privacy-preserving cryptographic pro-
tocols is a hard task [8], especially when anonymity is
addressed, since even cryptographic material can be the
place for steganography [9]. Indeed, covert channels can
be set-up with X.509 certificates [10] and also within
anonymity systems [11]. A credential exchange archi-
tecture is thus particularly exposed.

In the literature, there are many results contributing
to address the issue of linkability of user transactions.
Considering the transactions of certificate issuance and
presentation, many factors can lead to linkability, such
as the certificate signature, a time correlation, any at-
tribute value being an identifier (for instance a pre-
cise date of issuing or an expiry date), any combina-
tion of attribute being an identifier. Typically, such
issuer-decided data are intrinsically different for each
user/holder of a credential. This problem was intro-
duced by Chaum in [12,13]. He also presented a scheme
based on blind signature allowing unlinkable certificate
issuance and presentation [14,15]. The certified data re-
vealed as a factor of linkability is also widely studied.
Revealing information preserving anonymity is usually
unified under the wider topic of k-anonymity [16]. For
the issue of time correlation the reader may see [17].
The general solution to such a threat is to fix any issuer-
decided data that could serve to link specific users. Such

data should be posted for anyone to retrieve and redis-
tribute and a trust mechanisms should be applied to
make users sure that they are importing and relying on
the very same issuer parameters as other users are.

In this paper, by extending a result originally pre-
sented in [18], we identify a new factor of linkability that
involves issuer-decided data that are common to users.
We highlight that the implementation of multi-party
security protocols based on discrete logarithms for rep-
resenting values of attributes should take care of some
aspects concerning the association between bases of dis-
crete logarithms and attributes used in attribute certifi-
cates. The above association is included into certificate
metadata. We show that, if the above issue is not cor-
rectly handled, then the resulting system would allow
adversarial organizations to break the unlinkability of
user transactions by establishing a covert channel based
on certificate metadata. In particular, such an attack
exploits the possibility of choosing the associations be-
tween bases of logarithms and the attributes they repre-
sent. The issuer could assign specific base/attribute as-
sociations to a user or to a set of users (for example, fe-
male users), in such a way that a colluding verifier could
infer additional information from the transactions.

The relevance of the problem highlighted in the pa-
per is confirmed by the fact that the U-Prove integra-
tion into the Identity Metasystem [19] suffers from the
above problem. Concerning this issue, we highlight that
the problem does not regard the cryptographic proto-
col itself [20]. Indeed, U-Prove is made up of several
interlinked cryptographic protocols and the observed
flaw pertains the Microsoft’s current test implementa-
tion of that technology in the context of the Information
Card. The same problem would apply to the implemen-
tation of any other anonymous attribute-based creden-
tial technology when implemented in this Information
Card framework. Before submitting the paper, we con-
tacted the Microsoft’s U-Prove Team in order to inform
them about our results. We received a feedback both in-
teresting and encouraging. Indeed, they agree that the
problem we have identified in the paper really exists
in the current Community Technology Preview release
of U-Prove. They are experimenting different ways to
prevent this issue in the release version.

Another contribution of the paper is to present a
practical solution to the above issue based on public cer-
tificate metadata retrieved anonymously by the users.
Importantly, this solution can be applied to the system
U-Prove basically preserving its architecture.

The rest of the paper is organized as follows. In Sec-
tion 2, some background notions are given and the refer-
ence scenario is illustrated. In Section 3, we show how



the certificate metadata can be used in order to im-
plement a covert channel breaking unlinkability. Then,
we apply this attack on the U-Prove Technology inte-
grated into the Identity Metasystem V1.0. In Section 4,
we present a solution to handle certificate metadata for
unlinkable certificates. Finally, in Section 5, we draw
our conclusions.

2 Background

In this section, we illustrate the scenario dealt with in
our paper and the issue of unlinkability. We describe
the signature scheme which the U-Prove architecture
is based on and focus on the discrete logarithm used
to represent attributes. Finally, we discuss about the
certificate metadata.

2.1 The Scenario

The scenario we refer in our paper is illustrated in
Fig. 1. We have a user and two organizations. The first
organization acts as (attribute) certificate issuer, the
second as certificate verifier. The user plays the roles of
certificate recipient and certificate prover, since she re-
quests first the credential to the issuer and then shows
such a credential to the verifier. According to the no-
tation introduced in [21], we denote by the symbol ~
the unlinkability property. As highlighted in Fig. 1, we
want that the transaction of certificate issuance (T1)
be unlinkable with the transaction of presentation and
proving (T2).

For instance, consider the example described in the
introduction. The certificate issuer is a state adminstra-
tion which delivers digital driving license. Citizens can
retrieve from it a digital certificate corresponding to a
driving license. They can store this document and use it
whenever they want. Now, a renting company requires
the possession of a valid driving license during the reg-
istration process. There is the unlinkability of these
transactions if the driving license issuance is unlinkable
to the registration with the renting company. In other
words, it means that two customers which reveal the
same information to the renting company are not dis-
tinguishable. The benefit on privacy is for instance that
if the state administration and renting companies col-
lude, the state administration cannot learn with which
renting company citizens have registered. Another ben-
efit is also that if the state administration colludes with
one company and reveals it some information about a
citizen, the company is not able to associate this extra
information with a customer who registers.

2.2 Cryptographic Background

In this section, we provide the cryptographic background
necessary to understand the Secret Key Certificate sig-
nature schema [20]. For the sake of presentation, some
unnecessary details have been omitted.

In a certificate, we have values (for example, ”John
Smith”, 702/04/1980”, etc.) of attributes (for exam-
ple, name, birthdate, etc.). Given an attribute a;, its
value g¢; is represented by a discrete logarithm of base
g;- The bases are elements of a modular group of modu-
lus n. Given [ attributes, their discrete logarithm repre-
sentation (hereafter, DL representation) is of the form
Hi:l g mod n. The set of all the bases used for dis-
crete logarithm representations are fixed and included
in the public key of the certificate issuer. In particular,
the parameters of the Secret Key Certificates signature
schema are the following.

Private key: yo, taken at random in Z,, with Z, the
set of integers modulo g.

Public key: (p, ¢, g, g0 = 9%°, .., 1 = g%, 20 =
98°, ..., z1 = g{°) where ¢ is the prime order of a group
generated with g and of modulus p, yo the private key,
y; with ¢ € {1, ...,1} are taken at random in Z,.

The certificate issuance is the following sequence.
Let 6 and o, be two DL representations of the at-
tributes values g1, ..., q:

§ = gogi...g]"' modp and o, = zozi"...g;" mod p

The certificate issuer chooses at random w in Z,
and sends to the recipient 0, = g mod p and o, =
6™ mod p.

The recipient chooses at random « in Z, and (1, 52
in Z7, and sends to the issuer

Oc = ﬂl + H<ha U/Za 0;7‘71/;)

with H a one-way hash function, h = §%, o, = o2,

z
ol = 0a90" g% and o) = ofalPrhPe,
The certificate issuer replies with o, = o.yo+w mod q.
The recipient computes o, = o, + 2 mod ¢ and
ol =0.— 1 mod q and o, = c% mod p.
The signature value is the tuple (o7.,0.,07) and is
verified checking that h # 1 and

’ I ol —o. jal _1—0.
o, =H(h,0,,9°7gy <, hro, ")

2.3 Attribute Certificates

An attribute certificate consists of the attribute val-
ues, the signature values, and the certificate metadata.
The certificate metadata are used to make the attribute
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Fig. 1 Unlinkability for attribute certificates.

values and the signature values understandable to the
verifier. The metadata include the declaration of the ex-
ploited algorithms and the identification of both the sig-
nature elements and the signed attributes. In Fig. 2, we
show an example of an X.509 certificate [22]. Therein,
all metadata are in normal font (excluding the signa-
ture value which is underlined) and the values of the
certified data are in bold font. In order to guarantee
the integrity of metadata, they are also signed (dotted
frame).

The metadata used for unlinkable attribute certifi-
cates must allow to handle the DL representation of
attributes. For this purpose, they must indicate the as-
sociation between the bases of representation and the
types of attribute. For instance, they could indicate that
for the attribute Surname the fifth base of the bases of
representation declared in the issuer parameters has to
be used. Thereby, the certificate metadata can be split
in three data subsets:

— The semantic of the variable data. For instance, for
an attribute indicating the surname of a person,
the metadata describe the attribute name, the name
space, and any other information necessary to give
that attribute a sense.

— The description of the cryptographic material nec-
essary to check the signature: the signature values,
the algorithms, and the system parameters.

— The association between the bases of representation
and the types of attribute.

3 The Attack: Certificate Metadata as Covert
Channel

In this section, we show that if no proper strategy is
adopted in the management of certificate metadata, an

attack is possible allowing the issuer and the collud-
ing verifier to infer more information about the prover
than that actually disclosed by the prover. This attack
is based on the possibility of creating a covert chan-
nel between the issuer and the verifier exploiting the
certificate metadata exchanged between the issuer and
the prover and between the prover and the verifier. A
covert channel is a communication channel allowing a
process to transfer information in a manner that vio-
lates the system security policy [23]. We can adapt this
definition to our case saying that certificate metadata
of an unlinkable attribute certificate are a covert chan-
nel if they allow the issuer to transfer to the verifier
information about the prover.

In order to be more concrete, consider the following
example of covert channel. The malicious issuer can give
the provers two different types of certificate metadata,
namely t; and t5. The issuer and the colluding verifier
agree that the type t; will be given only to a particular
user u (or to a class of users, for example, male users).
For the other users, the type to will be exploited. It
is clear that whenever the verifier will receive an at-
tribute certificate whose metadata are of the type 1, it
can deduce that the prover is u (or a male, if the asso-
ciation ¢;/male has been adopted) without the prover
can detect such an information leak. Conversely, if the
metadata type shown by the prover is 5, the verifier
deduces that the prover is not u (or, that the prover is
a female). As a consequence, the certificate metadata
are a covert channel since they reveal information about
the prover, without the prover knowing.

The question we have to address now is: Is it possible
to use certificate metadata as a covert channel?

Observe that it is not possible to have metadata
that differ for the names (e.g., exploiting the case sen-
sitiveness we could use ”Surname” and ”surname” for
the same attribute) or to use the numeric values of the



Signature Algorithm: shalWithRSAEncryption

Issuer:
Validity
Not Before: Dec 11 22:18:49 2009 GMT
Not After : Jan 10 22:18:49 2019 GMT
S;i:bjn’—:-‘.‘:t: CN=CA_ROOT_ TEST, O=0RG, C=COM
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):

=CA_ROOT_TEST, O=0RG, C=COM

Exponent: 65537 (0x10001)
X509v3 extensions:
¥509v3 CRL Distribution Points:
URI:http://server.org.com/mycrl.crl

Signature Algorithm: shalWithRSAEncryption

3c:...:20

Fig. 2 Metadata in an X.509 certificate.

bases for that purpose. Indeed, the name space has to
be case sensitive and common, and the values of the
bases are included in the public key of the issuer so
that they are fixed and used pervasively.

The possibility we have found to create different
types of certificate metadata is exploiting the associ-
ation between the attributes and the bases used to rep-
resent them. This obviously has to be allowed by the im-
plementation of the protocol. Clearly, even though the
protocol permits this, an honest issuer should not pro-
vide provers with different certificate metadata. Con-
versely, the malicious issuer and the colluding verifier
can set up a covert channel against users which is based
on the fact that the issuer gives specific metadata for
each user. Said a the number of attributes, the issuer
can create a! different associations between attributes
and bases, so that it can identify a subset of users with
cardinality a! — 1, leaving 1 association to deal with the
rest of the population.

For example, if the verifier aims to know the gender
of provers, it can agree with the issuer to use the two
different attributes/metadata associations reported in
Table 1, where gg, - -- , gg are the bases of the issuer.

3.1 Proof of Concept

In order to demonstrate that the warning detailed in
the previous section is concretely relevant, we show that
also the U-Prove integration into the Identity Metasys-
tem, specified in [19], is not immune from the attack.
The specification has been implemented under the U-
Prove Community Technology Preview (CTP) name.
These implementations are presented in [24].

Attribute type Bases for males | Bases for females
Issuer 90 g3
Date of issuance g1 g7
Date of expiration g2 g0
Surname g3 gs
Firstname g4 g6
Date of birth g5 g1
Gender ge g2
Address g7 94
Email 98 99
Phone g9 g5

Table 1 Order of the bases used as factor of linkability.

The implementation of U-Prove is based on the ex-
tensions of Active Directory Federation Services 2.0,
Windows Identity Foundation and CardSpace 2.0. The
test bench is composed of:

— Two certificate issuers, called Token Issuers, one
based on Active Directory Federation Services 2.0
CTP and one based on Windows Identity Founda-
tion CTP, hosted by a Windows Server Enterprise
2008 SP2 station.

— A verifier, called Relying Party, based on Windows

Identity Foundation CTP, hosted by a Windows Server

Enterprise 2008 SP2 station.

— Two user environments, one with a Web browser
Internet Explorer 7.0 hosted by a Windows Vista
SP1 station and one with a Web browser Internet
Explorer 8.0 hosted by a Windows Server Enter-
prise 2008 SP2 station, and both provided with an
application for token management, called Identity
Selector, which is CardSpace 2.0 CTP.

According to the specifications of [19], certificate
metadata are called here issuer parameters. The issuer



parameters contain the association between bases and
attributes. The specifications indicate that during the
first round of a token issuance, if the identity selector
does not give an identifier of up-to-date issuer parame-
ters, then the issuer provides a response containing the
issuer parameters. This response is preceded by a user
request containing the user credentials to authenticate
to the issuer. The issuer parameters are thus here given
when the user is authenticated. Moreover, there is no
other means specified in [19] to provide the identity se-
lector with the issuer parameters.

In our test, the user retrieves from the issuer an In-
formation Card. Such a document indicates to the iden-
tity selector the authentication mechanisms required,
applicative endpoints for issuance, and the attributes
(called Claims) the user can obtain. This document
does not contain the issuer parameters. The user adds
this document to the identity selector.

By a user action on the relying party, the latter trig-
gers a token request. The user Web browser forwards
this request to the identity selector. The identity se-
lector asks the user which issuer to request and the
authentication credentials. With both the issuers de-
ployed, we have observed that whenever the identity
selector performs the first token request without indi-
cating an identifier of up-to-date issuer parameters, the
issuer replies with a message response containing the
tokens and the issuer parameters.

Then, the tests confirm that the configuration op-
tions offered by CardSpace 2.0 CTP do not permit to
add issuer parameters. As a consequence, before the
first token request, there is no way for the user to ob-
tain the issuer parameters. The user is then provided
with the issuer parameters at the token issuance and
these issuer parameters are the ones used by the iden-
tity selector to verify the token validity and to lead the
proofs.

Finally, we have tested the system with multiple
issuer parameters and verified that correct orders for
associations between discrete logarithm bases and at-
tribute types are required for successful user proofs.

We conclude that this method is the unique way
to provide users with issuer parameters in the U-Prove
implementation. Since the issuer parameters are given
when the user is authenticated and the user has no
means to check the uniqueness of the issuer parameters
in all the realm, the association of bases and attributes
can be user-specific and the attack can be carried out.

4 The Solution

In this section, we present a possible solution to the at-
tack described in the previous sections. First, in Section
4.1, we illustrate how the solution strategy proceeds and
we show its effectiveness. Then, in Section 4.2, we im-
plement this solution in the U-Prove architecture.

4.1 Description

We have seen that the general solution to the prob-
lem of issuer-decided data is to fix their value. This is
possible also in our case, where the covert channel un-
derlying the attack is implemented by changing the as-
sociation between bases and attributes in the attribute
certificates. In order to make users sure that they are
importing and relying on the very same issuer parame-
ters as other users are, a possibility is to exploit a public
key infrastructure certification where a certification au-
thority (CA) publishes, by an issuer setup certificate,
the legal association and ensures that the association is
unique for all the users of a given issuer. For instance,
the user, before the certificate proving, might down-
load the certificate metadata for the considered issuer
from CA in order to check whether the issuer is adopt-
ing the legal association. This solution clearly works,
but it is in practice little feasible, since it results in a
strictly hierarchical architecture strongly limiting the
pervasiveness of the system (for example, think of the
management of join and leave of issuers). This is in fact
coherent with the choice done in the U-Prove architec-
ture, which does not adopt any rigid hierarchy on top
of the issuers. Moreover, our attack is based on the as-
sumption that even authoritative entities (in principle,
also a government organization, for example) could be
malicious as far as the privacy issue is concerned. In fact
the unlinkability property should be a feature aimed to
defend the individual from the privacy threats coming
from every party, including those whose position and
dimension give them a strong control power on users,
and, at the same time, a seeming trustworthiness. Un-
der this assumption, it is difficult to identify in the real
case which entity could play the role of CA.

Due to the above considerations, we propose a solu-
tion preserving the architecture of U-Prove and relying
only on the autonomous ability of the user to check the
trustworthiness of the issuer.

The solution, which we call two-phase-issuance (2PI),
consists in dividing the issuance step into two distinct
phases:

1. The user retrieves from the issuer the certificate
metadata anonymously.



2. The user retrieves from the issuer the signature val-
ues on a set of attribute values, without revealing
any information about certificate metadata previ-
ously obtained.

The solution expects that time-correlation attacks
are not applicable, but this is typical in the context of
unlinkability. Indeed, if this is not the case, the time
correlation between issuance and proving steps would
reveal the user identity.

Observe that, the above protocol can be obtained by
using the features of U-Prove, as we describe in Section
4.2.

We next show that the above solution works, in the
sense that the probability that unlinkability is broken
by means of a malicious behavior of issuers and verifiers
is the same as it happens whenever the two parties guess
(with no a-priori knowledge) this linking information.
We note that the unlinkability is broken if a pair issuer-
verifier is able to distinguish a subset of users.

Consider a pair issuer-verifier, say I and V. Let de-
note by U the set of all users. Let u be a subset of
users characterized by some values (or ranges) of the
attributes. Obviously, if V' tries to distinguish the sub-
set u just by guessing, the success probability is %

Consider now the case that I and V agree on a par-
ticular association bases-attributes in order to identify
u. For example, they want to distinguish male and fe-
male users. The issuer generates two associations, say
Ay and Ap, and the expected goal is to assign Aps
to male users and Ap to female users. Thanks to 2PI,
there is no way to deterministically know if the user re-
trieving anonymously certificate metadata (i.e., issuer
parameter in U-Prove terminology) is male or female.
As a consequence, the only possibility is to guess this
feature. Clearly, if the guessing succeeds, then the user
will not be able to detect the malicious behavior since
the certificate metadata obtained in the second phase
of the protocol 2PI coincides to those obtained before.
In the general case, the only possibility for I to imple-
ment a cover channel allowing V' to link the subset u is
to guess that the user requiring certificate metadata in
phase 1 of 2PI is belonging to u. The attack succeeds
only if this happens, thus with probability ﬂ%‘

The solution thus fully preserves unlinkability, since
there is no higher probability for V' to infer linking in-
formation thanks to the colluding issuer I w.r.t. the
case that V cannot rely on the cooperation of I.

4.2 Mechanisms to Handle the Certificate Metadata:
Application to U-Prove

In this section, we describe how to implement the solu-
tion in the U-Prove architecture.

From the previous analysis we have deduced that
the certificate metadata must be served to users inde-
pendently from the certificate issuance. We can thus
design one document per issuer gathering all certificate
metadata. The content of such a document is illustrated
in Fig. 3. The certificate metadata must be signed by
the issuer to ensure the users and verifiers of their in-
tegrity. Notice that differently from other kind of cer-
tificates, like X.509 certificates, the certificate metadata
and the attribute values are not signed together.

The issuer publishes the certificate metadata in a
public repository accessible anonymously. This docu-
ment is obtained by a third protocol dedicated to this
purpose. The users retrieve this document anonymously
and use it to verify a certificate, using also the signa-
ture values obtained and the attribute values expected.
The verifiers also retrieve this document. When they
validate a proof, they associate quantities with bases.
Then, they deduce the corresponding attribute from the
certificate metadata.

These mechanisms are illustrated in Fig. 4. The
transactions numbered 2, 3 and 4 are unlinkable.

Observe that the certificate metadata could be for-
matted using any standard of document formatting.
For instance, with XML, the U-Prove issuer parameters
name space may be used. The X.509 version 3 certifi-
cate extension field capabilities may also be used [25].
The parameters would be added in extension fields of
an X.509 v.3 certificate of a certification authority for
instance. This certificate would have to be distributed
with the constraints previously defined. The Subject
Public Key Info field of an X.509 public key certifi-
cate contains the public key description. However, the
algorithms employed for the Secret Key Certificates are
not identified in the standard specification. Thus, the
public key parameters should be included in a specific
extension field. Moreover, extension fields to describe
the attributes and the associations with the logarithmic
bases must be defined. As a consequence, in the process
of standardization, the definition of a new X.509 exten-
sion profile would be necessary.

These guidelines can be applied to the U-Prove ar-
chitecture. The certificate metadata should substitute
the issuer parameters. However, the identity selector
should be able to retrieve the issuer parameters anony-
mously in a first separate step. Then, it is necessary
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Fig. 3 Example of certificate metadata.

to remove from the protocol all the data related to
the issuer parameters during the issuance and presen-
tation protocol. In order to implement a mechanism
devoted to verify that the identity selectors are pro-
vided with up-to-data issuer parameters, the identity
selectors should perform the checking anonymously.

5 Conclusion

In this paper, we have highlighted a possible risk of
vulnerability arising from the implementation of multi-
party security protocols based on discrete logarithms
for representing attributes. In particular, we have shown
that if the issuer is free to manage maliciously the as-
sociation between bases of discrete logarithms and at-
tributes used in attribute certificates, then a covert-
channel-based attack is possible allowing colluding is-
suers and verifiers to break unlinkability enforced by
the protocol. We have identified the problem by defin-
ing how the covert channel can be implemented and
checked that this problem is not only an abstract hy-
pothesis, but a concrete issue. We have reached this
conclusion by checking that the most important ex-
isting system aimed to provide unlinkable multi-party
credential exchange, which is U-Prove, allows malicious
organizations to implement the above covert channel,
thus potentially breaking unlinkability. The paper ad-
dresses also the issue of the prevention of the above risk,
by proposing a solution easily applicable also to the con-
crete architecture of U-Prove. Even though the paper
includes some implementation issues which we have ap-
plied to the case of U-Prove in order to incorporate in
it our solution, it could be interesting to implement a
complete system prototype extending U-Prove in the
direction we have identified. This is a matter of our
future work.

~
Associations
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attribute
definition
J
~N
Issuer' s
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